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Abstract 

A secure virtual information infrastructure allows organizations to protect their information while making the most 
of their data center environment by sharing computing, network, and storage resources across the data center or 
across the world. A virtualized infrastructure must be at least as secure as a comparable physical infrastructure to 
ensure that the environment can deliver application SLAs and maintain the data security required in today’s business 
environment. EMC’s secure virtual information infrastructure solution provides security advantages because 
systems that are easier to manage are easier to secure. 
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Executive summary 

 
Business case As more organizations find widespread success with server virtualization in their 

computing environments, virtualization has spread into other areas of the data 
center, giving rise to the concept of virtual information infrastructure. This computing 
architecture provides shared resources including: 
• servers, 
• networks, and  
• storage. 
 
The virtual information infrastructure enables shared access to these resources by 
applications across a data center or organization, or across the world. The flexibility 
to service applications at multiple locations greatly increases the need to ensure that 
data confidentiality, availability, and integrity are guaranteed regardless of where the 
data is located. 
 
Many of the security challenges in a virtual infrastructure are similar to those in 
physical computing environments. One advantage of virtualized technology is better 
visibility and control through centralized management. Regardless of whether an 
environment uses virtualization technology or not, ensuring compliance to security 
regulations and policies requires organizations to analyze and manage risk at every 
level on a continual basis. 

 
Business 
environment 

A virtual information infrastructure must be as secure, or more secure, than the 
physical infrastructure it replaces. Organizations require that their business 
application infrastructure: 
• adhere to strict information security policies,  
• support strict SLAs, and  
• maximize flexibility while minimizing cost and complexity. 
 
An organization’s critical applications must be secure from tampering and must be 
available 24/7 regardless of where the data is stored. This demand for higher uptime, 
higher performance, and strict adherence to information security policies is reflected 
in stricter service-level agreements (SLAs) for the computing infrastructure. 
 
Today’s computing environment must securely service applications in the most 
flexible and effective manner to meet the required SLA – which may mean moving 
the environment to a data center in another geography in order to meet the 
performance and availability requirements. 
 
The virtual information infrastructure employs technologies that enable essential 
characteristics such as elasticity, on-demand service, and security. These 
technologies include: 
• virtualization,  
• unified computing,  
• flexible, tiered storage, and  
• data security. 
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Technical 
solution 

A multi-site virtual information infrastructure must include: 
• Architecture elements that support active/active and data recovery capabilities 
• Security elements that guarantee data confidentiality, availability, integrity, and 

compliance. 
 
A secure virtual information infrastructure must be able to provide high availability, 
data security, and integrity across all components – networking, computing, 
application, and storage. EMC’s secure virtual information infrastructure solution 
provides components that enable strict adherence to security policy across these 
and all layers of the infrastructure. 

 
Architecture 
elements 

A multi-site virtual information infrastructure architecture that supports active/active 
and data recovery capabilities includes the following elements: 
• content-switched secure virtual desktops, 
• business continuity and disaster recovery for remote and local users, 
• unified computing, 
• resource pooling, 
• distributed networking, and  
• tiered storage. 
 
EMC’s hardware and software products integrate tightly with the virtualization 
technologies needed to support the virtual information infrastructure and provide 
visibility to the storage platform as well as multi-tenancy and other resource sharing. 

 
Security 
elements 

A multi-site virtual information infrastructure architecture that guarantees data 
integrity and compliance includes the following elements: 
• Two-factor authentication for remote access and for access to highly privileged 

interfaces 
• Logging and event correlation that provides visibility into occurrences that enable 

accurate and timely resolution for infrastructure security events as well as an audit 
trail to meet regulatory requirements 

• Application and network visibility that prevents confidential and proprietary 
information from ending up in the wrong hands 

• Configuration and change management to ensure computing resources start 
secure and remain in compliance with security policy 
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Introduction 

 
Purpose This white paper explores the elements and features of a secure virtual information 

infrastructure data center environment. 
 
The elements of the secure virtual information infrastructure in this white paper 
include: 
• RSA security applications such as enVision, Authorization Manager, and DLP 
• EMC storage platforms such as Symmetrix® V-Max™ and CLARiiON® 
• Computing virtualization hypervisors such as VMware vSphere or Microsoft 

Hyper-V 
 
The features and advantages of a secure virtual information infrastructure include: 
• Visibility into and security of infrastructure management components such as 

routers, switches, firewalls, and virtual server hypervisors 
• Security event logging and correlation to ensure that events anywhere in the 

network are monitored and acted upon when data integrity is in jeopardy and are 
capable of producing reports for auditing purposes when required 

• Full visibility into the infrastructure to ensure that data is secure regardless of 
where it physically exists with the environment 

• Comprehensive visibility of the most important and confidential information in an 
environment to ensure that it doesn't leave the network and end up in the wrong 
hands 

 

 
Audience This white paper is intended for EMC employees, partners, and customers including 

IT planners, virtualization architects, security architects, and administrators, and any 
others involved in evaluating, acquiring, managing, operating, or designing a secure 
virtual information infrastructure environment leveraging EMC and RSA 
technologies. 

 
Additional 
information 

This white paper discusses the security aspects of a virtual information 
infrastructure. For more detailed information about the architecture of a virtual 
information infrastructure, refer to the following document: 
 
• Building the Virtual Information Infrastructure — Technology Concepts and 

Business Considerations 
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The secure virtual information infrastructure data center environment 

 
Introduction Security is a critical component of a virtualized information infrastructure that allows 

an organization to: 
• control who has access to resources 
• gain and maintain visibility into the environment to ensure proper information 

handling 
• track and secure data regardless of where it is in the computing environment 
 
Once authenticated and authorized, all activities within a computing infrastructure 
need to be tracked and correlated with events throughout the infrastructure. In a 
virtualized infrastructure, events are generated for activities that occur on the 
physical hardware as well as the virtual machines and virtual connections within the 
virtualized servers. Maintaining a secure repository for event collection, which tracks 
and correlates events from all of the disparate security management sources, is one 
of the best ways to be alerted to potential breaches in security no matter where they 
manifest in the environment. 

 
Elements of a 
virtual 
information 
infrastructure 

A virtual information infrastructure is a fully virtualized data center composed of 
shared resource pools for: 
• computing resources including desktops and servers, 
• network resources including switching and transmission, and 
• storage resources including tiered storage and business continuity (recovery). 

 
Securing a 
virtual 
information 
infrastructure 

Strong two-factor authentication is critical to maintaining security at the user and 
administrative levels across the organization, to ensure that users can only access 
the resources that they require and are authorized to use. 
 
Authentication, authorization, and accounting (AAA) is a critical component to 
achieving strict compliance to security policy for: 
• securing access to infrastructure equipment, 
• securing access to desktop resources, and 
• securing access to any other network resource. 
 
Establishing strong security policies on all levels of a virtual information infrastructure 
ensures protection of the information and resources within it. 
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Best practices Security best practices in the virtual infrastructure are very similar to those in a 

physical infrastructure. Adherence to those best practices is critical to ensuring that 
an environment is in compliance and is implementing and maintaining the necessary 
security precautions. 

 
Best practice Virtualization security considerations 

Access control • User and administrator access control to ensure separation of duties and 
least privilege 

Network security and 
segmentation 

• Use virtualization software features such as virtual switches and virtual 
firewalls to segment VMs and network 

• Change mindset to reflect increased need for extra care and diligence due 
to the introduction of new logical layers 

Audit logging • Logs from both physical and virtual infrastructure need to be taken into 
account in order to gain a holistic view of the environment 

Configuration and 
change management 

• Ensure that servers, physical and virtual, are hardened before deployment 
• Monitor configuration changes in order to detect unauthorized changes 

and/or drift from compliance with regard to updates and patches 
• Ensure that change management policies are adhered to regarding virtual 

machine mobility 

 
RSA security 
solutions 

The secure virtual information infrastructure environment described in this white 
paper uses the best-of-breed security solutions from RSA, The Security Division of 
EMC, to ensure data security at all levels of the virtual environment. The design of 
the security policy includes RSA Authentication Manager, RSA enVision, and RSA 
Data Loss Prevention (DLP) to address the concerns of a virtualized information 
infrastructure. 
 
The following table briefly describes the RSA security solutions used in the secure 
virtual information infrastructure. 

 
Product Function 

RSA Data Loss Prevention The RSA DLP Suite identifies and locates sensitive information 
within a network and using centralized policy administration ensures 
that the sensitive data is not transmitted, shared, or otherwise 
compromised. 

RSA Authetication Manager RSA SecurID two-factor authentication for access to virtual 
desktops, administration portals, and the ESX/vSphere Service 
Console. 

RSA enVision Reports on user and administrator activity within a virtualized 
environment. Reports on where sensitive information is found, 
whether sensitive information is leaving the environment in violation 
of security policy, and authentication events within the infrastructure. 
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Security architecture 

 
Architecture 
diagram 

The following illustration depicts the overall security architecture of the virtual 
information infrastructure environment. 
 

 

 
Infrastructure 
environment 

As the architecture diagram illustrates, a secure virtual information infrastructure 
includes: 
• Secured network resources 
• Secured computing resources, using security features from RSA and VMware in 

the case of VMware vSphere hypervisors 
• Secured desktop infrastructure 
• Secured applications 
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Hardware 
elements 

The following table summarizes the hardware used in this secure virtual information 
infrastructure. 

 
Equipment Configuration 

Dell rackmount servers R710s, R900s, Intel Nehalem processors 

Cisco blade servers UCS blade servers, Nexus 6120 switches 

Cisco switches Nexus 1000v, 5010, 5020, 7010, 2148T fabric extenders 

Cisco fabric switches – director class MDS 9509 

EMC CLARiiON CX4-480 FC connectivity, 300 GB/15k FC drives 

EMC Symmetrix V-Max FC connectivity, 300 GB/15k FC drives 

Cisco firewalls ASA 5500 

Empirix WAN emulation 1 Gbe WAN simulator 

 
Software 
elements 

The following table summarizes the software used in this secure virtual information 
infrastructure. 

 
Software Version 

VMware vSphere  4.0 U1 Enterprise + 

VMware vCenter 4.0 U1 

VMware vShield Zones 4.0 U1 

Microsoft Windows 2003 Enterprise, 2008 Enterprise (Hyper-V role),  
XP (desktops) 

RSA Data Loss Prevention 7.2 

RSA enVision 4.0 

RSA Authentication Manager 7.1 

Cisco UCS Manager 1.0(1e) 

Cisco Fabric Manager 4.2(1b) 
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VMware 
vSphere 

VMware vSphere is VMware’s cloud operating system for server virtualization. 
VMware vSphere 4 allows IT environments to decouple the software environment 
from its underlying hardware infrastructure to aggregate multiple servers, storage 
infrastructure, and networks into shared pools of resources. These resources can 
then be designated, securely and reliably, to applications as needed.  

 
VMware 
vCenter 

VMware vCenter allows adminsitrators to centrally manage their VMware vSphere 
environments and improve control over the entire virtual environment. VMware 
vCenter 4 provides powerful role based access control (RBAC) that can be used to 
design least privilege roles that are scoped to a subset of resources in the virtual 
infrastructure. 

 
VMware 
Management 
Assistant 

vSphere Management Assistant (vMA) is a virtual machine that allows administrators 
to run scripts and agents to manage the ESX/ESXi and vCenter Server systems. 
vMA includes an authentication component that supports non-interactive login. 

 
VMware 
vSphere 
vShield Zones 

VMware vShield Zones enables administrators to monitor, log, and block inter-VM 
traffic within an ESX host or between hosts in a cluster, without having to divert 
traffic externally through a static physical connection. Administrators can bridge, 
firewall, or isolate VMs between multiple zones defined by logical, organizational, 
and trust boundaries. Both allowed and blocked activities are logged and can be 
graphed or analyzed to a fine-grained level. 

 
VMware View 4 VMware View allows administrators to create virtual desktops through VMware 

vCenter that run on VMware vSphere hosts. VMware View enables the rapid 
deployment of large numbers of desktops and assigns them to users from a pool of 
desktops as needed. 

 
RSA Data Loss 
Prevention 

RSA Data Loss Prevention (DLP) locates sensitive information in an environment 
and ensures that the information is not shared or accessed in violation of the security 
policy. DLP allows you to: 
• Create and enforce centralized security policies 
• Restrict copying of sensitive files both locally and to external media 
• Restrict transmission of sensitive data over e-mail 
• Restrict printing of sensitive information 
 
DLP interceptors can be implemented inline within the data path or can use SPAN 
port mirroring of network segments to gain visibility into the environment. DLP 
Endpoint installs agents on servers and desktops to protect sensitive data regardless 
of location. 
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RSA 
Authentication 
Manager 

RSA Authentication Manager allows you to implement RSA SecurID two-factor 
authentication and provides a central point for implementation of user access 
policies. SecurID authentication allows you to secure: 
• access to highly privileged administrative interfaces (for example vSphere console 

access and VMware Management Assistant),  
• access to infrastructure devices,  
• remote access VPN users,  
• applications such as e-mail and servers,  
• virtual machines, and  
• access to VMware View virtual desktops. 

 
RSA enVision RSA enVision collects event logs from multiple sources and correlates the events 

across those sources to identify potential security threats. enVision can accept logs 
from VMware vCenter and correlate those logs with events from other sources such 
as Authentication Manager, DLP, network security appliances, and application logs 
to provide a single view of your entire infrastructure. enVision can also monitor 
VMware View components for use in virtual desktop environments. 
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Computing environment security in the virtual information infrastructure 

 
Computing 
environment 
security 

Securing the virtualization layer is critical for maintaining a strong security policy, 
whether the virtualization is based on VMware another virtualization hypervisor. 

 
Event logging On the VMware platform individual ESX servers are managed by a vCenter server. 

The vCenter server manages multiple ESX servers, groups them together, creates 
clusters, and manages the resources of the computing environment. All of the events 
that occur on the ESX servers are captured and presented by vCenter. Using RSA 
enVision, a VMware Collector can be configured that takes all of the events 
generated in the VMware environment and adds them to the enVision repository for 
correlation with events from all other sources in the environment. 
 
The following figure shows the VMware Collector screen. 
 

 
 
For Hyper-V clusters, logging to enVision is done through standard Windows log 
collection and requires configuration for each Hyper-V server. 
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Authentication In addition to event logging of virtualization servers, proper security of the 

environment requires administrator authentication to the ESX service console using 
SecurID. Through a simple configuration process, SSH access to the service 
console can be locked down, requiring the user to be authenticated before being 
allowed to log in and make changes. 
 
The following figure shows enVision SecurID on the service console. 
 

 
 
Critical protection of the computing infrastructure results from the use of SecurID for 
all administrative and user access to virtual machines in the environment. RSA 
Authentication Manager supports native LDAP for integration with Microsoft Active 
Directory and also integrates with RADIUS and TACACS. 
 
Using SecurID two-factor authentication in an Active Directory domain provides: 
• Authentication of administrators and users on virtual servers, virtual desktops, and 

within applications 
• Separation of duties and least privilege as required for regulatory compliance 

 
Server 
configuration 

EMC Ionix™ Server Configuration Manager (SCM) provides further computing 
security. SCM monitors changes to server configurations and enforces policy such 
as patching and software levels. Combining SCM with a stringent process of 
hardening servers before deployment ensures that variations from the secure 
configuration template are captured and generate alerts to prompt intervention and 
corrective action if necessary. 
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Data security in the virtual information infrastructure  

 
Data security The loss of sensitive and confidential information, whether accidentally or as a result 

of intentional actions, is one of the greatest risks in organizations today. The ability to 
connect a USB memory stick to a desktop and copy or remove sensitive information 
can result in security breaches that can cost an organization millions of dollars. 
 
The ability to implement a policy that restricts actions such as access, copying, e-
mailing, or printing sensitive data is a critical piece of securing data within an 
environment and making sure the data stays within the environment. In an 
environment using virtual desktops, the exposure is even greater because users can 
theoretically connect from anywhere. 
 
RSA Data Loss Prevention and RSA enVision work together to  
• restrict functions that could result in a security incident, and  
• correlate those events with other events elsewhere in the environment. 
 
The result is that data stays where it belongs, and any attempts to circumvent 
security policy result in a flag that could uncover other related breaches. 

 
DLP policies DLP sensors can monitor specific VLANs or the entire network, prompting actions 

such as quarantining and logging to prevent sensitive information from leaving the 
environment. The following illustrations detail some of the standard policies available 
with DLP. You can also create custom policies to trap events based on keywords, 
protocols, and so on to provide a dynamic policy that works in any environment. 
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The following figure is an example of a confidentiality policy that can be enabled in 
an environment. 
 

 
 
DLP Endpoint can be configured to automatically install agents on all devices in a 
domain to enable visibility and adherence to security policy around the handling of 
sensitive information wherever it sits in the network. 
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Event logging Application event logging, such as that found on Microsoft Windows servers in the 

form of event logs, is another valuable source of events that can identify potential 
security breaches. Having RSA enVision as a central repository for event logging, 
including from applications such as Microsoft Exchange, IIS, SQL Server, and so on, 
is critical to gaining further visibility into the application stack. 
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Storage environment security in the virtual information infrastructure 

 
Storage 
security 

In a virtual environment, as in a physical environment, security of the storage 
infrastructure is a critical component of the overall security policy. Ensuring that data 
integrity is maintained is crucial to preventing security incidents. 
 
In a virtual environment, the potential for storage security errors is compounded by 
the fact that data must be visible not only to hosts that currently house the data, but 
to all hosts that could potentially house that data. These hosts can conceivably span 
multiple physical data centers as well as the transport medium between those 
locations. 
 
Two critical methods for locking down access to the data include: 
• LUN masking on the storage array, and  
• zoning on the fabric switches. 
 
The following illustration shows the SAN fabric zone set deployed in the EMC virtual 
information infrastructure environment. 
 

 
 
In the EMC virtual information infrastructure, a simple SNMP configuration can 
ensure that events in the storage array are visible to RSA enVision and the security 
infrastructure. 
 

 
Data in transit To keep the data secure while it is in transit, the network connection between sites 

must be secure and the data must be protected. The use of IPSec or SSL to encrypt 
WAN connections ensures that there is no visibility at the packet level if any of the 
datagrams are intercepted in transit. 

 
Data at rest Encryption of data at rest can add further security to the storage environment. RSA 

products such as RSA Key Manager can be used in conjunction with SAN fabrics 
and storage arrays in order to secure data at rest. 
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Network security in the virtual information infrastructure 

 
Network 
security 

The first point of security policy implementation is at the network layer. Network 
security is critical to maintaining the integrity of the environment, whether it is 
restricting access between security zones using a firewall, or simply ensuring an 
infrastructure is up and available.  
 
The environment depicted in this white paper uses Cisco firewalls for perimeter 
security and vShield Zones virtual appliances for internal VM isolation and 
protection. 

 
Firewalls A strong firewall policy is critical to ensuring security of the environment. A firewall 

ruleset that only allows specific traffic and denies all else is the approach that has 
the greatest impact on restricting unauthorized access from the outside (for example, 
the Internet). Firewalls can be either physical appliances or virtual appliances that 
run on a virtualization platform such as VMware vSphere or Microsoft Hyper-V, or 
applications such as vShield Zones from VMware, but regardless of the platform, 
administrator access secured by RSA Authentication Manager SecurID is the first 
step in ensuring that only authorized people are accessing the firewall rules. 
 
As part of the overall event correlation policy implemented and executed through 
RSA enVision, firewall logging to enVision is also necessary to provide the visibility 
into firewall events that could point to security events that flow further into the 
environment. Tying these pieces together, as well as Intrusion Detection and 
Intrusion Prevention alerts, provides a comprehensive look at the perimeter of the 
environment. 

 
Core network 
environment 

On the inside of the network, it is still extremely important to validate all 
administrative access to the core environment infrastructure. All routing, switching, 
and application enhancement appliances should be restricted to users who are 
authenticated through SecurID and all event logs from these sources should be 
captured by enVision. In addition, all network connections between physical sites 
should be protected by SSL or IPSec if they traverse unsecure networks such as the 
Internet or carrier networks. 
 
Using vShield Zones, by setting up “trust zones”, internal networks can be 
segmented for security purposes without the use of a separate firewall appliance. 
vShield Zones runs in vCenter and enables the capability to isolate and more tightly 
control access to data by users and by other VMs, even those running on the same 
ESX server. 
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In the virtualized infrastructure environment deployed in the environment described 
in this white paper, vShield Zones is used to restrict access to internal security 
appliances, such as RSA enVision, Authentication Manager, and the DLP virtual 
machines, in order to ensure that they are locked down to only necessary 
communications with connected sources and targets. 
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Virtual desktop security in the virtual information infrastructure 

 
Virtual desktop 
security 

As detailed in RSA Security’s A Guide for Deploying and Administering the RSA 
Solution for VMware View, all of the components detailed in this white paper can be 
used together to secure a virtual desktop infrastructure deployed on VMware View. 
 
SecurID, DLP, enVision, and EMC Ionix Server Configuration Manager can be used 
together to:  
• gain visibility into the desktop infrastructure, and  
• control where the data goes and how it is used. 
 
This configuration results in a virtual desktop environment that is more secure than a 
physical environment because the desktop resources are centrally located and more 
easily restricted and secured. 
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Conclusion 

 
Summary When you design and build a secure virtual information infrastructure you must make 

a comprehensive and detailed study of all security requirements and policies, both 
internal and global, as part of common regulatory standards. The design must be 
able to maintain security, confidentiality, integrity, and availablity without detrimental 
effect to the usability of the environment while ensuring compliance to security 
regulations. 
 
As detailed in this white paper, a secure virtual information infrastructure must 
encourage strict adherence to security policy across all levels of the infrastructure, 
including: 
 
• computing resources,  
• storage resources,  
• networking resources, 
• desktop resources and, 
• application resources 
 
The virtual information infrastructure must accommodate the benefits of 
transportability inherent in virtualized environments without affecting security and 
data integrity. In addition, introducing visibility into all layers of the network to 
effectively maintain the security policy can and must be done without affecting the 
performance required for normal business operations. 

 
Key points The table below summarizes the key points that this solution addresses. 
 

Key Point Solution objective 

A virtual information infrastructure has 
many of the same security concerns as 
a physical infrastructure, plus additional 
security issues that must be addressed. 

EMC’s virtual information infrastructure 
can be secured to adhere to the most 
strict information security policies. 

Virtualization provides a way to more 
efficiently enforce security throughout 
the data center. 

A system that is easier to manage is 
easier to secure. For example, using 
VMware vCenter as a single access 
point for the majority of administrative 
actions provides centralized user rights 
management and audit event 
generation. 

Virtual information infrastructure security 
measures must not negatively affect the 
performance of the environment. 

RSA security solutions integrate with 
EMC’s virtual information infrastructure 
without causing performance issues. 

Security events and user actions must 
be visible and documented. 

EMC’s secure virtual information 
infrastructure solution uses event 
logging and correlation to identify 
security threats and to provide a 
regulatory audit trail. 
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Security measures must protect the 
entire virtual information infrastructure 
environment. 

RSA security solutions integrate with 
EMC’s virtual information infrastructure 
to protect the computing environment, 
storage elements, network, VMs, and 
data integrity. 

 
Learn more The following references are useful sources of more information about the topics 

discussed in this white paper. 
 
• EMC white paper: Building the Virtual Information Infrastructure - Technology 

Concepts and Business Considerations 
• RSA security brief: Security Compliance in a Virtual World, Best Practices to Build 

a Solid Foundation 
 
Also, visit these web sites: 
 
• EMC.com 
• VMware.com 
• RSA.com 
 

 
 

http://www.emc.com/collateral/hardware/white-papers/h6721-building-virtual-information-infrastructure-wp.pdf�
http://www.emc.com/collateral/hardware/white-papers/h6721-building-virtual-information-infrastructure-wp.pdf�
https://www.rsa.com/go/wpt/wpindex.asp?WPID=10393�
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